


About Ron Simmons

Ron Simmons is the Security Systems Administrator at San Diego County Credit
Union, and is responsible for the safeguarding of member information within the
credit union. Ron has more than seven years experience in the information security
field covering areas such as security policies and procedures, designing secure
architectures, penetration testing, and security incident management. Ron
currently holds a CISSP certification and several GIAC silver certifications, GCIA,
GCIH and GCWN.

About San Diego County Credit Union

The San Diego County Credit Union has more than $3 billion in assets. It has about
500 users and more than 200 servers and 650 workstations spread across 23
branches.

SANS Summary

Numerous regulations governing financial institutions caused a large credit union
to investigate centralized log and event management options. A security
information manager (SIM) was an added feature they wanted. The solution the
security systems administrator ultimately tested and purchased can actively
respond to events based on a set of predefined or custom rules and can even block
the use of portable storage devices.
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Interview

Q. What prompted you to seek an event management solution?

A. Overall log management and reporting of events that happen on the network. Whether
it is from a system down, reviewing Web logs and IDS logs for potential intrusions or just
monitoring our firewall for blocked traffic, we decided that a solution was needed that did
not require multiple systems and a lot of money.

* To hear Ron Simmons expand on the answers, view his presentation slides, and
listen to his answers to many more detailed questions asked by other users
from around the world, go to http.//www.sans.orqg/webcasts /archive.php.

www.sans.org/whatworks )


http://www.sans.org/webcasts /archive.php

Q. What prompted you to begin your search? Was there any sort of circumstance
that you either detected and it was a false positive or something that should

have shown up and didn’t?

"We needed a solution
that did not require
multiple systems and a
lot of money."

A. No, there really was not a specific event. Shortly after
| was hired, we went through all the regulations that
govern financial institutions and realized we needed
something that centralized logging and reporting. Since
we were going to centralize all that, we decided to
throw a SIM device in the mix and that’s what led us
over to TriGeo.

Q. Tell me a little bit about the process you used to find TriGeo. Did you begin
with a Google search or referrals; what was the process you used?

A. We started out with a Google search and then utilized credit union industry associations,
asking people what was out there, how they did it and what kind of products they used. |
found out that to combine log consolidation along with reporting, active response and
security information management was still in its infancy. So Google was my best friend on
that one.

Q. Were there other products you decided to test as well, or just TriGeo?

A. We did download some log management utilities that offered 30-day trials and tested
them. They provide great log management and reporting on the logs, but whenever you try
to take that data and correlate it, that’s when the log management utilities failed and we'd
have to move over to a SIM device.

Q. Out of all the ones you looked at, TriGeo was the only vendor that would let
you do a hands-on test run?

A. No, they did not. We went on references, vendor interviews and things of that nature.

TriGeo’s model is to let customer have the full user experience, rather than a limited demo.
They use a concept called a “contingent contract” which allowed us to receive an appliance
manufactured specifically for us and we were able to go through the complete training
process on our entire network. TriGeo has found that this is a much more in depth and
accurate analysis of what their technology can do than limiting the experience to a demo
unit. However, TriGeo is willing to discuss evaluations depending on the prospects needs.

Q. What if you had found something about the product you didn’t like?

A. There are some areas that could be improved on and that was one of the things that |
talked about to other credit unions that used the device. When you find an area and say,
“Hey, what about doing this?” they have been fantastic about putting it into their pipeline as
an enhancement and they’re pretty quick about getting a few of those implemented.
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Q. What kind of turnaround time do you see?
A. Within two releases.

Q. Generally less than a year?
A. Oh yes.

Q. What exactly did you buy?
A. The TriGeo Security Information Management Console and the USB Defender.

Q. How does the licensing work?
A. There are tiers based on the number of devices that will be reporting back to it.

Q. Go back to your search for a moment, what were your main criteria?

A. Centralized logging of different network devices, firewalls, intrusion detection systems,
operating systems and Web servers. Being able to monitor different operating systems was
crucial to us; we needed the ability to monitor and report on what was happening across all
systems, Windows 2000, 2003, XP and Novell. TriGeo had the capability to port event logs
from Novell, but Novell took it away with a service pack release.

Q. So when you’re aggregating all that information from your IDS and other logs
that you want to see, does it pull it into one centralized location with one
centralized report for you?

A. It does pull it into a centralized location. There are canned reports that cover anywhere
from change management to security management to network events. And you can break
down change management, for example, into system, groups, users, etc. So there is a
central reporting utility, but there are many different reports that can be run and if you
heed a custom report TriGeo has been able to create them very quickly, usually in about a

week.

"If you combine all

Q. What set TriGeo apart from the others? 1.he fea.'.ur,es Tha'l'
A. Its ability to do event correlation, the amount of

different logs it pulled in, the active response feature that TPIGCO hasl The
comes with it and of course the price point. pr-ice poin1' is much

Q. Can you elaborate? be1"|‘er‘, much lower

A. It is a lower price point than the others. If you combine than the o1‘her'
all the features that TriGeo has and then put that into

. "
another product (typically you would end up with more SOlLl"'lOl"IS.

than one) the price point is much better, much lower than
the other solutions.

Q. As a credit union, are you subject to any regulations?
A. Yes, the NCUA with GLBA. California SB 1386, SB 1 and AB 1950.
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Q. And do you use the TriGeo product to help you with requirements for those

regulations?
A. Yes.

Q. How exactly does it help you?

A. The NCUA has an examination handbook that they publish and use to grade credit
unions. | can then go in the TriGeo device and print out reports corresponding to specific
areas in the examination handbook.

Q. What volume of log traffic do you see?

A. In regards to events coming in? Wow, looking at it, we’ve got at least 2,000 within about
a five minute period. Remember this is collecting Web logs, event logs and network logs,
and Web logs on a busy Web site can be enough as it is.

"When having to
create rules and
alerts for TriGeo,
the rule interface
is very simple to
use and does not
take much time."

Q. Does it give you some hierarchy for what you should
be looking at versus all the stuff that you may not care
about?

A. TriGeo has built in, predefined groups and event categories
that you can review in the management console. You can even
do active responses and reporting and real time alerts from
those. For instance, if you want everything from your firewall to
go this particular tab you can and then there are security
events or security alerts where your IDS alerts will go into
certain block rules. And you can also create your own custom
views based upon types of alerts.

Q. How are its alerting capabilities in terms of notification?

A. We currently use e-mail. | feel they’re very good, using custom e-mail templates you can
grab fields out of an event and have that put into your e-mail so you have as much
information as you need sent to you.

Q. And then you don’t have to go in, log on and check it out?

A. You can look at your e-mail and see whether it was real event, false positive, a single

event or a multiple event.

Q. When you went to buy it, what level of management did you have to go to for
approval and was it a hard sell or something very straightforward because of

compliance?

A. | only had to get my managers approval for this purchase. Seeing how much regulators

want us to monitor our systems and logs looking for events on our network, it was not a

very tough sell.
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Q. How did the network guys feel about it?

A. The TriGeo console is an excellent source of information for the system administrator to
see what is going on within the network and within the systems. If a port is going up and
down four or five times a minute, they will be able to see that through the TriGeo console

and be able to take corrective action as needed.
"USB defender

Q. How do you know that it actually is logging 0"OWS us to blOCk

everything that it’s supposed to log?
A. | have custom scripts that | run against Web logs looking the use of USB

for certain events every morning. | put those into place s1'or'age devices,
before the TriGeo appliance, and from an alert perspective, .

they pretty much match up. If the TriGeo device cannot SUCh as Pen dr'lves,
capture a particular line in one of your logs, you’ll get iPOdS, and cell

another alert through the management console that says
“Corrupted log or incomplete log entry” and it will stop phones that YOU
logging for that host for a moment and you’ll notice that. can plug into your
TriGeo also has a report that can display information from "

logs that it does not know how to read. sysTem.

Q. When you went to deploy it, what was the process like?

A. | thought it was quite an easy process. TriGeo sends a customer check list and based
upon the checklist they pre-configure the device at their facility and ship it to you. Then
it’s a matter of racking, stacking, cabling and properly installing the client piece. Then you
add agents, systems and network devices.

Q. So you didn’t really have any problems during the deployment process at all?
It all went pretty smoothly?

A. No problems, it did go very smoothly.

Q. I know you had mentioned that when you want something in the product
TriGeo implements it pretty quickly. Can you talk a little bit about things that you
have asked them to add, either things that they’ve incorporated or things that
you’re still waiting on?

A. There were some log entries that | wanted to see added to TriGeo and they were able to
turn around the additional settings in under two months. We also ran across a situation
where there were custom log file names being used; when we asked TriGeo to update the
agent to the custom file name they were able to get the completed in about two weeks.

Q. What level of manpower does it require for your team? Or is it just you?

A. It’s just me. It is a lot of stuff to sort through, however utilizing the predefined rules and
filters requires little manpower. When having to create rules and alerts for TriGeo, the rule
interface is very simple to use and does not take much time.
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Q. How much training did you need to use it effectively?

A. We received training, however, as a curious person, | started poking around before the
training and was able to figure out the majority of the product myself. | felt that it was a
pretty simple product to use and to administer so | was able to figure things out a little
more quickly.

Q. Were you using another event management system before or you didn’t have
one?

A. No, we did not have one.

Q. What are TriGeo’s capabilities in terms of storing your log data?

A. It has local storage and so far | have about five months of data on it. It starts overwriting
just about at that point, but it also has a data warehouse option where you can offload the
normalized events to a data warehouse and store it for as long as you need or have storage
for.

"The TriGeo console is an Q. How did you find technical support?
excellen‘l' source Of A. I've needed them every now and then. Not for

major issues, just for minor ones and they’ve been

lﬂfOl"mG'rlOl'l fOl" ﬂ‘e extremely helpful, very quick. I'd guess that out of
sys1'em administr'ator' to every 10 calls | make to them | get an answering

see what is going on
within the network and

service maybe once because they’re all busy with
someone else or it is after hours.

Q. If you do have to leave a message, when do

within the sysTems. " they respond to you?

A. Typically, | use e-mail at that point because even
when people are on the phone they still glance over at their e-mail. | usually get a response
within an hour or two.

Q. Tell me a bit about how you use the notification and active response features.
A. We use the notifications for alerts that we consider critical in nature. Active response is a
great feature of this product. It has the ability to detach USB devices, add rules to firewalls,
disable network interfaces on Windows machines, enable accounts, disable accounts, kill
processes by ID and by name, and restart and shutdown machines. Where we find this most
useful is the ability to detach a USB device. When users attempt to plug a USB storage
device into their system the TriGeo Agent sends a command to the machine to detach the
device, there by reducing the risk of malware being introduced into the network and
information being stored on devices that are frequently lost.
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Q. You mentioned that there are two parts of the tool that work together.
Describe what they do for you.

A. From the Windows box you have the application log, the system log, the security log and
all of the other log data. Someone connecting a USB pen drive, as an example, triggers an
event in the application log. TriGeo will alert on that almost immediately and based upon
your rules, you can tell TriGeo, “Hey, eject that USB pen drive, send an alert to an e-mail
address.” And you can have multiple actions inside of one rule. We have it automatically
reject those pen drives, so as reports come in from the log it gets processed by the event
correlation and then an active response happens to remediate the situation.

Q. How would you say USB Defender benefits you? "I feh- '|'h0'|' |-|- was
A. USB defender allows us to block the use of USB storage .

devices, such as pen drives, iPods, and cell phones that you a preTTY S|mple

can plug into your system that act as storage devices, which producf Yo use

helps us lower our risk with USB devices. Gﬂd to administer
Q. So that probably goes a long way with helping you so I was able to
with your compliance also? . .

A. Correct. It helps us keep better control of our data. f'gur‘e 1-h'"gs out

pretty quickly."

Q. Anything else you can add about how the Defender

element works? Anything you think is noteworthy?
A. It’s a great endpoint security device that helps us address the threat of USB devices.

Q. So you set up the rules once and it’s good for policies across your
organization?

A. It can be, yes. You can set up the rules, for example, by USB device. Every USB device has
its own unique serial number so you can say, 'This USB device is allowed throughout the
enterprise' or you can say, 'This workstation is allowed to have any USB device plugged into
it." Or you can say, 'This group of workstations is not allowed to have any USB devices and
these other groups of workstations are allowed only certain devices.' It is versatile in the
rule creation.

Q. And you can make all those rules and any exceptions you want from one
centralized workplace and you don’t have to worry about how geographically
scattered you are?

A. That’s correct.

Q. How do you feel about TriGeo overall?
A. It takes care of all of our requirements for logging and security information
management.
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Q. Are there any problems that you have run into or any other products out there
that you’ve heard about that you thought, “Hey, | wish in retrospect that this one
had done that, or that this was a little bit better.”

A. | continue to look at the security information market and I’ve not found a device out
there that | wish | had looked at.

Q. How does TriGeo improve your security at the credit union?

A. It allows us to monitor logs from many different devices, report on those and provide
active response to intrusions in an automated fashion. The reporting mechanisms allow us
to run reports whether it’s daily, weekly or monthly on any long-term trend that may be
happening in a particular area.

Q. You mentioned automated response, could you talk a little bit about what it
can do in an automated response and whether or not you’ve ever had any
problems with it responding to something maybe it shouldn’t have?

A. Currently, we only use the USB active response and it’s been very successful; we have
not had any false positives. | know that TriGeo can also respond automatically; if it detects
a particular attack or sequence of attacks, you can have it automatically inject a block rule
into your firewall. If it detects particular virus attacks on your network you can have it
disable the network interface on a particular workstation that may be propagating those
viruses.

Sometimes | create a rule and then do alerts. Based upon that, | trim it over a period of
time and then if | see that these alerts are not triggering false positives, I'll add in an action
item.

Q. So you’ve been pretty happy with its automated features?
A. Yes.

SANS Bottom Line on TriGeo at San Diego County Credit Union:
1. Correlates events and actively responds based on preset or custom rules;
2. Event alerts can be customized and e-mailed;
3. USB defender allows the blocking of portable storage devices;
4. Lower cost than similar solutions.
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For more information on TriGeo:
Go to: www.trigeo.com
E-mail: jwinterset@trigeo.com
Phone: 866.664.9292
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